Privacy Policy for Student Fee Payments

Carmel College of Engineering and Technology is committed to protecting the privacy and
security of students and parents using our online fee payment system. This Privacy Policy
explains how we collect, use, and safeguard personal and payment information when you pay
student fees through our website.

1. Information We Collect
When you make a fee payment through our platform, we may collect the following:

e Student Information: Name, admission number, course, class/department, academic
year.
Payer Information: Name of parent/guardian, email address, contact number.
Payment Information: Amount paid, payment method, transaction ID, date and time.
Billing Details: Address, card or bank information (processed through our secure
payment gateway).

e Technical Data: IP address, browser type, device used.

2. Purpose of Collection
The information collected is used strictly for:

Processing and confirming your fee payment.

Issuing payment receipts.

Maintaining financial and academic records.

Ensuring legal compliance with financial and audit requirements.
Communicating with you regarding your payment or related academic matters.

3. Payment Processing

We partner with trusted third-party payment gateway providers such as Razorpay to process
online transactions. All sensitive payment data (e.g., card numbers, CVV) is securely encrypted
and handled by the gateway; we do not store this information on our servers.

4. Data Security
We take appropriate technical and organizational measures to protect your data:
e Use of Secure Socket Layer (SSL) encryption for secure data transmission.

e Restricted access to student records and payment data.
e Regular security audits and compliance reviews.

5. Data Sharing and Disclosure
We do not sell or rent your personal information. We may share your data with:



e Authorized internal departments (accounts, administration) for verification and record
maintenance.
Payment gateway providers, only to the extent needed to complete your transaction.
Legal authorities if required by law, regulation, or legal process.

6. Data Retention

We retain payment and student records for as long as required by institutional policies and legal
obligations. After the retention period, data will be securely deleted or anonymized.

7. Your Rights
You may request to:

e Access or correct your personal data.
e Receive a copy of your transaction details.
e Withdraw consent (where applicable).

To do so, contact us at [insert email address] or [insert phone number].

8. Cookies and Tracking
Our website may use cookies to improve functionality and track session data. These do not
contain personal or financial information.

9. Changes to the Policy

We may update this Privacy Policy from time to time. Any changes will be posted on this page
with a revised effective date.
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